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Introduction
For the completion of exit level outcome 2) Design, use and maintain a database in a corporate
environment I was tasked by my mentor (Ronald Bartels) to install Pi.Alert on the Fusion
Broadband SD-WAN edge node. This task involved many configuration steps leading to me
using and maintaining the database used by Pi.Alert in a corporate environment.

What is Pi.Alert?

At its core Pi.Alert is an intrusion detection system (ids) for local area networks (LANs) and
wireless local area networks (WLANs). It offers the unique functionality of allowing
administrators to scan connected devices and receive notifications for unknown device
connections or known always connected devices that have disconnected.

Scanning methods

Pi.Alert makes use of various scanning techniques to identify the hosts on a network.

To find bad actors within a network Pi.Alert makes use of various scanning techniques such as
scanning arp frames to search for devices on the network. Additional scanning for rogue DHCP
servers. This is accomplished by sending out DHCP requests into the network and then ratting
out the DHCP server to the system administrator.

If dnsmasq is being used for DHCP Pi.Alert can examine the DHCP leases to further discover
hosts on the network that were not discovered by other methods. Additionally scanning and
monitoring of device health is done via the ICMP ping command.

Business Justification
The Implementation of Pi.Alert within a production environment does not break business
budgets since it is a free and open source tool that can be deployed on existing infrastructure
or even a Raspberry Pi.

The setup of Pi.Alert does not require constant management and fiddling, nor does it require an
entire team of IT staff to use and setup. It has a user-friendly web interface and a command line
interface that can be used.

Pi.Alert integrates with other open source tools such as Nmap allowing the staff to scan for
device vulnerabilities. Furthermore Pi.Alert can help staff identify faulty or misconfigured
equipment.

Pi.Alert can potentially be used to keep time in a human resource manner, meaning when
people turn their devices on to work, connecting to the network and when they turn them off,
disconnecting from the network and leaving the office.

Version Information

With regards to the version of Pi.Alert, I will be installing the github fork made by leiweibau
found here. All the information gathered by Pi.Alert is stored on a database found within the
configuration known as pialert.db. With the built in web interface I am able to backup and
restore the database.

To execute this task I have created a high level checklist. It serves as a guide for the installation
of Pi.Alert.
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Debian instance Install Checklist

1. Configure the bridge interface to allow the container to function within the edge node.

2. Install tools (systemd-container and debootstrap)

3. Make the required directory for the container and download the debian instance on
which Pi.Alert will be running.

4. Perform Initial configuration items on the debian instance.

5. Ensure that the debian instance will start on system boot.

Pi.Alert installation Checklist

1. Make use of the automated installation script to install Pi.Alert

2. Configure login credentials.

3. Take steps through the graphical user interface to edit, backup and restore the
database.

Debian Instance Configuration

1. Configure the bridge interface

In order for the container to function and be able to reach devices it needs to be connected to a
bridge interface, sed bridge interface should be connected “bridged” to the physical LAN
interface which in this case would be eth0. The following configuration takes place on the host
operating system (FB SD-WAN edge node). This configuration takes place in
/etc/network/interfaces. Afterwards the networking service should be restarted (sudo
systemctl restart networking.service)

2. Install Tools

The following needs to be installed on the SD-WAN edge node: systemd-container and
debootstrap.

4 | Page WIL620 Student: 20230254
Diploma: IT Network Design & Administration II



3. Container directory Creation and Debian Instance download.

For systemd-nspawn to function as intended it is important to install the container into a
directory made within /var/lib/machines. The naming of the container directory is important as
it should maintain clarity, consistency and it should be predictable where possible.

To verify that the container folder has been created and the instance image has been
downloaded to the correct directory:

4. Debian instance Initial Configuration Items

For simplicity I added the initial configuration steps to a text file and took a screenshot, taking
screenshots in between each step would not result in much more useful information.

For addressing I opted to create static configuration within the container instead of setting it via
dhcp. Alternatively I could have set this within openwrt to a specific MAC address to make a
static binding.
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After saving these changes and reloading networking service with systemctl, I verified that the
changes have been loaded by issuing the following command.

I verify that the default gateway is reachable.

5. Ensure that the Debian Instance can boot when the edge node starts up.

The following configuration has taken place on the edge node.

Enable the container to run on startup.

After rebooting the edge-node the container has started on boot along with the openwrt
machine from a previous task.
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I am able to reach the login prompt and login with the credentials I created in the previous
steps.

Pi.Alert Installation

Automated Installation Script

For the installation of Pi.Alert I made use of the automated installation script that can be found
here.

After installation I am greeted with this dashboard when I visit http://192.168.254.2
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Configuring login Credentials

To configure login I first had to navigate to the settings blade and the settings tab. Under the
security section I located the button to switch to a mode that requires login via password. After
that I set a new login password.

I am now greeted by a login screen when I visit http://192.168.254.2

Using the GUI to edit, backup, restore and maintain the database.

Editing
To edit values within the database I navigated to the All devices section accessible through the
devices blade/tab. From there I clicked on the name for a device such as my personal
computer.
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I then edited the database entry for my device, adding some details and specifying that alerts
should be given when the device is down.

Creating a database backup
Within the settings menu I find a tab for Data backup related settings. I then click create config
backup.
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Restoring a database backup
Within the same menu there is a DB Restore button that can be used to restore the database. In
my case the Database has been restored successfully.

Conclusion
Pi.Alert is a powerful tool that can be employed in a production networking environment. It
utilizes database technology to aid in achieving its goals, allowing users to create inventory of
the devices on their networks.This includes creating, deleting and backing up inventory.
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